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1 Preface

1.1 What this document contains

This document describes how to configure the Caplin Xaqua Management Console (XMC).

The document assumes that the user has a Java Virtual Machine (JVM) version 1.5 or later installed and
added to the classpath. This is the minimum requirement in order to run JMX monitoring.

About Caplin document formats

This document is supplied in three formats:

# Portable document format (.PDF file), which you can read on-line using a suitable PDF reader such
as Adobe Reader®. This version of the document is formatted as a printable manual; you can print it
from the PDF reader.

# Web pages ((HTML files), which you can read on-line using a web browser. To read the web version
of the document navigate to the HTMLDoc_m_n folder and open the file index.html.

#  Microsoft HTML Help (.CHM file), which is an HTML format contained in a single file.
To read a .CHM file just open it — no web browser is needed.

For the best reading experience

On the machine where your browser or PDF reader runs, install the following Microsoft Windows® fonts:
Arial, Courier New, Times New Roman, Tahoma. You must have a suitable Microsoft license to use these
fonts.

Restrictions on viewing .CHM files
You can only read . CHM files from Microsoft Windows.

Microsoft Windows security restrictions may prevent you from viewing the content of .CHM files that are
located on network drives. To fix this either copy the file to a local hard drive on your PC (for example the
Desktop), or ask your System Administrator to grant access to the file across the network. For more
information see the Microsoft knowledge base article at

http://support.microsoft.com/kb/896054/.

1.2 Who should read this document

This document is intended for people who want to install and configure the XMC to monitor Caplin Xaqua
components.
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1.3 Related documents

*

Caplin Xaqua: Monitoring And Management Overview

Describes the Caplin Xaqua Management and Monitoring solution and its place in the Caplin Xaqua
architecture.

Caplin Xaqua: Customizing The XMC

Describes how to customize the Caplin Xaqua Management Console.

Caplin Xaqua Management Console: APl Reference

The API reference documentation provided with the Caplin Xaqua Management Console.
Caplin Xaqua: Monitoring Socket Interface Specification

Describes the commands and responses of the Monitoring Socket Interface.

Caplin Liberator: Administration Guide

Describes how to install and configure Caplin Liberator.

1.4  Typographical conventions

The following typographical conventions are used to identify particular elements within the text.

Type Uses

aMethod Function or method name
aParameter Parameter or variable name
/AFolder/Afile.txt File names, folders and directories

Some code;

Program output and code examples

The value=10 attribute is... Code fragment in line with normal text

Some text in a dialog box  Dialog box output

Something typed in User input — things you type at the computer keyboard

XYZ Product Overview Document name

+ Information bullet point

u Action bullet point — an action you should perform

Note: Important Notes are enclosed within a box like this.
Please pay particular attention to these points to ensure proper configuration and operation of
the solution.

Tip: Useful information is enclosed within a box like this.
Use these points to find out where to get more help on a topic.
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1.5 Feedback

Customer feedback can only improve the quality of our product documentation, and we would welcome
any comments, criticisms or suggestions you may have regarding this document.

Please email your feedback to documentation@caplin.com.

1.6 Acknowledgments
Adobe® Reader is a registered trademark of Adobe Systems Incorporated in the United States and/or
other countries.
Windows is a registered trademark of Microsoft Corporation in the United States and other countries.

Java and JMX are trademarks or registered trademarks of Sun Microsystems, Inc. in the U.S. or other
countries.
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21

Server-side Configuration for Caplin Products

Configuring Caplin Liberator

As a prerequisite for using JMX Monitoring, the user needs version 4 (or later) of Caplin Liberator.
Liberator is supplied with some predefined configuration files that need to be modified in order to use JMX
Monitoring. The files that require modification are:

& ritpd.conf . Caplin Liberator configuration file.
# java.confl 571 — Java configuration file.
*  mx.conf — JMX Monitoring configuration file.

The Liberator will also need a license [zle’—ﬁ that allows monitoring to be enabled.

rttpd.conf

Some of the JMX Monitoring options are supplied with Caplin Liberator, but commented out by default.
The user will need to uncomment the following line in this file, as highlighted below, in order to use JMX
Monitoring.

## Monitoring #############HHHAHAHAHAHAIAAAAAAAAAAAAAAAAASAAAARAARAARSAAARSSAS
#

#

monitor-moddir $r/lib
#monitor-module sockmon
monitor-module Jjmx

# Username and password for accessing monitoring

add-monuser

user admin
pass admin
addr 127.0.0.1

end-monuser

process-usage-period 10.0
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java.conf

The rmi.client.port is normally set to one higher than the rmi-registry-port in jmx.conf. Please
refer to the Caplin Liberator: Administration Guide for further option details. In order to use JMX
monitoring, you must uncomment some lines in this file as highlighted below.

## In Process JVM #####4#### 444 ##H44##HHEEHFHHHEHHHHHHEHHHHEAHH R HEH IR SHEHHS

#

#

# Set jvm-location as a fully qualified pathname to the preferred JVM
#

jvm-location /usr/local/java/jre/1lib/i386/1libjava.so
#jvm-location /usr/local/jre/lib/sparc/libjava.so

# Add any desired JVM startup options to jvm-options

#

jvm-options
-Djava.naming.factory.initial=com.sun.jndi.rmi.registry.RegistryContextFactory

# uncomment the next line to enable remote debugging of the JVM
#jvm-options -Xdebug -Xrunjdwp:transport=dt socket, server=y, suspend=n, address=25090

# uncomment the next line to configure the address on which the jni client
# accepts connections
# jvm-options -Djava.rmi.server.hostname=localhost

# Configure the rmi client port here
jvm-options -Drmi.client.port=1100

## Java Classes ######4###HH4####HEAFHIHEHHFHTEHHIHHAAHHIHEAHF R HEH IR SEEHHS

#

#

# JARs required in the startup global classpath for the JVM

#

jvm-global-classpath $r/lib/java/jmx-default-classloader.jar
jvm-global-classpath $r/lib/java/javaauth.jar

jvm-global-classpath $r/lib/java/common-jmx.jar

# Configurations for individual classes to be loaded,
# identified and referenced by the class-id option

# Required by JMX monitoring module
#
add-javaclass
class-name com.caplin.management.jmx.JMXController
class-id jmx
classpath %r/lib/java/jmx-child-classloader. jar
classpath $r/lib/java/common-jmx. jar
end-javaclass

# Example JavaAuth class

#
#add-javaclass
# class—name examples.OpenAuthenticator

class-id authenticator

#

#

# JARs or paths may be added to the CLASSPATH,

# one per classpath option line

# classpath %r/lib/java/javaauth-examples.jar
# classpath %r/lib/java/javaauth.jar
#end-javaclass
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jmx.conf

The user will need to configure this file as it tells the Caplin Liberator what options to use for the monitoring
utility. This file is used to specify the monitoring port and other options that will be used by the XMC to
connect to the Liberator. The only option that may need to be changed is the rmi-registry-port which
needs to be a unique port that the XMC can connect to.

Example Config File for JMX Monitoring Module

$Id: //CDev/V-4 4/monmods/jmx/jmx-sample.conf#l $

+H= = o

FHEHH A A AR AR AR AR A R
Debug level

One of either:
CRIT, ERROR, NOTIFY, WARN, INFO, DEBUG

(These are in descending order of importance and increasing order
of logging detail)

H= e S cH S S S S e

S
debug-level INFO

FhAH A A AR A A A A A A A A A A A AR 44
#

# Hash table size

#

# This value should be about twice the total number of mbeans that
# your system will create

#

FhAH A H A S S
jmxcache-hash-size 100000

FHEFFAES A AR A A R R A R R A
ﬁ Port number that the MX4J system listens on for HTTP connections

ﬁ This is only accessible from the loopback interface

ﬁ If set to -1 then it is disabled
ﬁ########################################################################
http-port -1

FHEFFEE AR A A A R R A R

#

# Classid to use from the add-javaclass groups in the main configuration
# file.

#

# This defaults to jmx

#

FHERFH A A A A A R R
jmx-classid jmx

© Caplin Systems Ltd. 2009 CONFIDENTIAL 6
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2.2

SR
#

# Bind name of the registry
#
FHEHHH AR A AR R R R R

registry-bind-name datasrc

SR
#

# Port number that MX4J exposes the monitoring interface on

#

SRR
rmi-registry-port 1099

license file

You will also need a new license to enable Monitoring. This will require jmx monitor and/or sockmon
monitor modules — please contact Caplin Support for a license file.

Configuring Caplin Transformer

As a prerequisite for using JMX Monitoring, the user needs version 4 (or later) of Caplin Transformer.
Transformer is supplied with some predefined configuration files that must be modified in order to use JMX
Monitoring. The files that require modification are:

®  transformer.confl 771(Caplin Transformer configuration file)

® java.conf! 771 (Java configuration file)
# jmx.confl 71 (JMX Monitoring configuration file)

The Transformer will also need a license leem‘ﬁ that allows monitoring to be enabled.

transformer.conf

This should be configured in the same way as the Liberator rttgd.con{m configuration.

java.conf

This should be configured in the same way as the Liberator [ava.contﬁ% configuration.

jmx.conf

This should be configured in the same way as the Liberator jmx.confl 6 1 configuration.

© Caplin Systems Ltd. 2009 CONFIDENTIAL 7



Caplin Xaqua 1.0
Getting Started With The XMC Server-side Configuration for Caplin Products

license file

See the Caplin Liberator license [zlem requirements.

2.3 Configuring Caplin DataSource

As a prerequisite for using JMX Monitoring, the user needs version 4 (or later) of Caplin DataSource. The
DataSource is supplied with some predefined configuration files that need to be modified in order to use
JMX Monitoring. For example, the files that will require modification for DataSource for Triarch are:

+* sslsrc.con{ﬁ% (Caplin DataSource configuration file)
* zava.con{@ (Java configuration file)
& jmx.confl 871 (JMX Monitoring configuration file)

The DataSource will also need a license file| 8" that allows monitoring to be enabled.

ssisrc.conf

This should be configured in the same way as the Liberator rttpd.conf! 47 configuration.

java.conf

This should be configured in the same way as the Liberator java.conf 5" configuration.

jmx.conf

The user will need to modify this file as it tells the Caplin DataSource what options to use for the
monitoring utility. By default, the only difference between this file and the z’mx.conﬂ—ﬁ file used in the
Caplin Liberator or Caplin Transformer configuration section is the rmi-registry-port, which needs to
be different if Caplin Liberator or Caplin Transformer are executing on the same physical machine as the
Caplin DataSource.

license file

See the Caplin Liberator license file| 7" requirements.

© Caplin Systems Ltd. 2009 CONFIDENTIAL 8
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3 Client-side Installation

In order to run the Caplin Xaqua Management Console (XMC) the user will require JVM 1.5 or later.

3.1 Starting the XMC

The XMC is supplied as an executable Java Archive (JAR) file which can be run in two ways.

1. Double click on the file called xmc.jar which is located in the XMC installation directory. This will start
the XMC (assuming javaw is the default handler for executable JAR files).

2. The user can type the following command in an executable shell at the location in which the XMC
was installed.

$ java -jar xmc.jar

This will start the XMC and a splash screen will load. If the XMC is configured to use KeyMaster
authentication, then the user will be prompted to enter a username and password. A blank initial screen is
then displayed.

E Caplin Xaqua Management Console E] |Z||E|f'5__<|

File Options Help

DB e

Attributes

Mame Walue

Right click to add a DataSource

E] Messages

Initial Screen

This is the overview screen of the XMC.

© Caplin Systems Ltd. 2009 CONFIDENTIAL 9
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Client-side Installation

Next add a monitorable Caplin Product. This is done by right clicking in the center of the main window and

selecting Add New DataSource.

L= Caplin Xaqua Management Console

File Options  Help
DB e
[T Attributes
Mame . Yalue
Right click to add a DataSource
Add Mew
=] Messages
Adding a new DataSource
DataSource Properties X
Marne: | Mew DataSource |
Host: | |
[ Use Lacal Credentials
Username: | | b
Passwoard: | |
Confirmation dialog
© Caplin Systems Ltd. 2009 CONFIDENTIAL 10
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3.2

Configuring the XMC

When the user right-clicks on the center screen, a new window will appear which will allow the user to
enter the details of a new monitorable Caplin Product (see the Confirmation dialog[ 1d%). The user should
enter a meaningful name for the product. Then add the IP address or DNS name of the machine that the
product is running on. Below that the user must enter the port that JMX Monitoring has been set up on.
This will correspond to the rmi-registry-port property that was set in the jmx.conf configuration file
when setting up the server side product (that is, Caplin Liberator, Caplin Transformer, Caplin DataSource).

Finally the user needs to choose their authentication method. If local authentication is chosen, then the
user must specify a user name and password that the XMC can use to access the monitoring. If global
authentication is chosen, then one of the configured global authentication methods must be selected.

(rttpd.conf! 4, transformer.conf! 7% or the DataSource configuration file sslsrc.conf! 87).

These authentication methods need to be configured in the configuration file for the Caglin Product

If both the XMC and the relevant Caplin Product have been configured correctly, then the Caplin Product
will turn blue, and if the user left-clicks on it a list of attributes will appear in the left hand column.

E Caplin Xaqua Management Console @ |Z||E|E|
File Options  Help
T MB e
Attributes
M arme W alue

tuwerage Rec... [14.05
Bound Hast M....| - undefined --
Bound Host M...|-- undefined --

Bound Local ... |1 .

Bound MAC a.. |- undefined - :Qfg?;'-a‘f:\* ’

Expiry Date ThuJan 07 01:00:00 ... e

b axirnum Dat... |-1 - . _
Memory Usage [121384 kB 1OIORON -

Process ID 2,253
Process Start ... |17/05/09 16:03

OO
225 23] (28]

=| Messages

Attribute list

© Caplin Systems Ltd. 2009 CONFIDENTIAL 11
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Otherwise the Caplin Product will be red in color and the attribute column will also be empty. This specifies
that the XMC was unable to connect to the Caplin Product. A brief explanation of what is wrong is available
as a tool-tip which can be viewed by hovering over the Caplin Product using the mouse for a few seconds.

e Caplin Xagua Management Console E] |Z||E|rg|

File Options  Help

LD

[T Attributes

Mame Yalue

Hew DataSource

g Meszages

T-May-2009 16:06: 30 - Error loading datasource details: New DataSource

T-May-2009 16:06:30 - Failed to retrieve RMIServer stub: javax naming ServiceUnavailableException [Root exception iz java.rmi ConnectException: Connection re
javanet ConnectException: Connection refused: connect]

XMC unable to connect to a DataSource

© Caplin Systems Ltd. 2009 CONFIDENTIAL 12
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Client-side Installation

The user can add as many Caplin Products as required by following the above procedure for each one.
The XMC will automatically detect that two Caplin Products are linked to one another (for example, that a
DataSource is connected to a Liberator) and link the two together.

fEI Caplin Xaqua Management Console

File Options  Help

2D e
attributes
Name Yalue
Average Rec,., |2,601
Biound Host M. .. |- undefined --
Bound Local ... |-1 Liberator
Bound MAC a.., |- undefined --
Expiry Date Thu Jan 07 01:00:00...
Maximum Dat.., |-1
Memory Usage (121272 kB
Process ID 627

Process Start..,

310509 14:43

Transformer

;] Messages
31 -May-2009 1 4:44: 27 - IMX Connection established to SSLSRC
31 -May-2009 1 4:44: 27 - MY Connection established to Transformer
31 -May-2009 1 4:44: 28 - IMX Connection established to Liberstor
Linked products
© Caplin Systems Ltd. 2009 CONFIDENTIAL 13
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Client-side Installation

Next the user should double click on the Product they wish to view. This action will open up the XMC view.
This window contains all the information available about this particular Caplin Product. The views available
(one view is assigned to one tab) will depend on the type of Caplin Product being viewed. The XMC will
determine the type of Caplin Product being viewed by using an MBean attribute contained within each
Caplin Product. The following picture shows a typical view for a Caplin Liberator.

E integration, - Caplin Xaqua Management Console

File Edit Help

T @

& overview DataServices | s Peers Ohjects Users | 0, Logs | 5] Explarer
ok 3 L

Aggregate Statistics
Update Messages In ...

&
Update Messages Qu,,. (0
o

Connections

Drouble-click any peer to jump ko its entry in the Peers tab,

Request Messages I...

Discard Messages In ... |0 [Update Messages Out Rate =0

Bytes [n Rate 349
Bytes Out Rate o
Memory Usage 235704 kB
Average Recent CPU% 4.9
Process Uptime up 03:17
Total Cached Gbjects |64
Logged-in Sessions 1

13 Reset Stats

Datasource Library Info

Report this information ko Caplin Support:
with any call,

D3Ok Build Tirne: 23/04/0912:35
DSDK Build Nurnber 70907

DSOK Library Wersion  |¢.5.4

Liberatar Build Time: 23/04/0314:39
Liberator Build Number 71192

Liberator Version 4.5.7

B Licence Information. .
[ Create Support Email...

demosrc-devsund
Remoteld: 1
devsund:46443

benchsre-devesund
Remoteld: 5
devsund:46444

sre-10
Remoteld: 235

sre-11
Remoteld: 236

sre-13
Remoteld: 245

L ility_ds
Remoteld: 246

sre-12
Remoteld: 238

sre-24
Remoteld: 308

sre-25
Remoteld: 309

src-26
Remoteld: 310

src-27
Remoteld: 401

rttpd Src-28
liberator (o — Remoteld: 402

o
src-29
Remoteld: 403
\ sre-3
\ Remoteld: 215

-

Typical Liberator view

© Caplin Systems Ltd. 2009
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At the top of the window the user has a number of tabs available. Each tab describes a different view of
Liberator.

The final tab is the Explorer tab which shows every MBean available in the Liberator.

[€ Liberator - Caplin Xaqua Management Console
File Edit Options Help

g MB @
@ Overview " ol Peers " a, Logs" i3 Users" 5 Dhiects| @l EKP|UTBTI
] MBean Explorer | @ MBean: ]
= Server (113) ~ A _
) IMirglementation SERVERTYPE:Server Type=default
.| SERVERTYPE
I JSERVERTY = Attributes

() mpd_ssl cache.objsct (55)
(1) ttpd_ssl.client listener M.. .. | Description Type | Walue Access
(o) mtpd_sslcluster.node roat |H00t8uffix |[Lia\ra.la...|{rttpd_ss|} |read
) mpd_ssl connections. diect server-ty...|Server Type |[Liava.la...|{Iiberat0r} |read
-2) tpd_sslconnections. hitp
() mtpd_sslconnections. hitps
) mipd_ssl server auth

o) tpd_sslserver.datasic
+o) mtpd_sslserver liberator
o) mipd_ssl serverlicence
o) ttpd_sslserver.logging (3)

| Mame . Description Parameters

= Matifications

o) mtpd_sslserver.monitoring Name .. Description
T(T1 i a2l sanear menn ] |iavax. management. AttibuteChan. .. |Sent when an attribute value is updated.
Wy Registered Listeners
Mame . Walue MEBean
|=| Messages |
T-May-2009 16:17:51 - Showy: SERVERTYPE: Server Type=default
< 1l >

Typical Explorer tab view

The user can browse through the explorer tree on the left hand side. The user can perform operations on
an MBean if the MBean has any operations that can be performed on it. The user may wish to view the
SERVERTYPE MBean first, as this will confirm the type of Caplin product that is being viewed.

Tip: Please refer to the Help section of the XMC for further information.
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Contact Us
The information contained in this publication is

. subject to UK, US and international copyright laws
Caplin Systems Ltd and treaties and all rights are reserved. No part of
this publication may be reproduced or transmitted in
any form or by any means without the written
authorization of an Officer of Caplin Systems
Limited.

Triton Court
14 Finsbury Square
London EC2A 1BR

Various Caplin technologies described in this

Telephone: +44 20 7826 9600 document are the subject of patent applications. All
trademarks, company names, logos and service
Fax: +44 20 7826 9610 marks/names ("Marks") displayed in this publication
. are the property of Caplin or other third parties and
www.caplin.com may be registered trademarks. You are not

permitted to use any Mark without the prior written
consent of Caplin or the owner of that Mark.

This publication is provided "as is" without warranty
of any kind, either express or implied, including, but
not limited to, warranties of merchantability, fitness
for a particular purpose, or non-infringement.

This publication could include technical inaccuracies
or typographical errors and is subject to change
without notice. Changes are periodically added to
the information herein; these changes will be
incorporated in new editions of this publication.
Caplin Systems Limited may make improvements
and/or changes in the product(s) and/or the
program(s) described in this publication at any time.

This publication may contain links to third-party web
sites; Caplin Systems Limited is not responsible for
the content of such sites.
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